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ABSTRACT

Facial recognition systems that use artificial intelligence (Al) have transformed a number of applications, such as identity
verification, security, and surveillance. However, issues with data security and privacy have become significant obstacles.
Al-driven facial recognition systems are thoroughly examined in this paper, with a particular emphasis on improved privacy
features. The study examines the most cutting-edge privacy-preserving facial recognition techniques currently in use,
such as homomorphic encryption, secure multi-party computation, and differential privacy. For academics, practitioners,
and developers in the field, the discussion of each approach's advantages, disadvantages, and potential future paths offers

insightful information.
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1. Introduction

Artificial Intelligence (AI) has produced intolerably
accurate and effective facial recognition systems. Facial
recognition has numerous applications like identity
verification, access restriction, and medical diagnosis (Fuad,
2021). With the power of Al, facial recognition systems can
efficiently and automatically extract the characteristics of
faces.

Traditionally, features must be manually extracted
and matched in conventional facial recognition systems.
Doing this is very time consuming and also often error
prone. Al-powered facial recognition systems can process
high volumes of data at high speed (Becerra-Riera, 2019).
Nonetheless, there are also problems of bias, fairness,
and privacy associated with Al-guided facial recognition
systems. Facial recognition technologies must not amplify
social inequities, in order to be fair and transparent in their
functioning. Facial recognition systems also involve serious
privacy issues. Facial recognition technologies can monitor
individuals without their consent (Pagnin, 2017). Ensuring
fairness, transparency, and privacy in facial recognition
system development is critical.

Research is being conducted on powerful Al
algorithms to mitigate bias, ensure fairness, and put privacy
first. This paper gives a detailed survey of LiDAR-based
techniques for facial recognition techniques. Privacy
concerns represent one of the major challenges that facial
recognition technologies encounter. These systems’ ability
to surveil and identify people without their consent raises
serious ethical and legal concerns. Researchers have

begun investigating new solutions that prioritise privacy
without sacrificing functionality to solve these problems.
Facial recognition systems protect private information and
sensitive data with favourable learning and differential
privacy (Yang, 2019).

To reduce the privacy threat of facial biometrics, a
range of measures have already been implemented for
privacy-first and utility-aware biometric recognition.
Here the state of the art of privacy-preserving schemes
for biometric recognition is summarised. Each country
in the United Nations must adhere to ethical and legal
standards for artificial intelligence in order to form a Global
Community for Development and Implementation of
Artificial Intelligence (AI) (McMahan, 2017).

It is imperative that the utilisation of Al within the
workplace is assessed under the European Union’s General
Data Protection Regulation (GDPR) and the European
Union’s Artificial Intelligence Act in light of the fact that
both recognise that the collection of personal data from
persons raises three key concerns, specifically privacy,
consent, and accountability.

The above will be adopted by the Global Community
for Development and Implementation of Al in its
operationalisation. It will be within an architecture that
enables the formulation and enforcement of regulations to
facilitate ethical use of Al globally as well as compliance
with the local laws on data protection and fairness of
Al systems. The following requirements for Al systems
designated as high risk are included in the General Data
Protection Regulation: clarity, fairness, dependability, and
human oversight. The Institute of Electrical and Electronics
Engineers (IEEE) has developed its own set of standards
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for ethical Al design. This is classified as [EEE P7000. It
will set out the ethical Al design principles.

Al systems should be fair, interpretable, and non-
biased. An upcoming framework for Al powered facial
recognition is self-supervised learning that utilises
unlabelled data to pre-train and fine-tune models. The
method lessens heavy dependence on costly manual
annotations needed by existing datasets making model
training efficient. This progress is beneficial for facial
recognition since the data collections needed for this are
costly and may violate privacy. The recent work showed
that competitive performance can be achieved on SOTA
benchmark datasets via self-supervised pre-training on
unlabelled data and fine-tuning on limited labelled data.
Training facial recognition systems with unlabelled data
will not only result in larger and more efficient systems
but also be devoid of massive labelled datasets thereby
addressing the concern of privacy.

The importance of ethical guidelines and legal
regulation cannot be stressed enough as facial recognition
technology progresses further. All over the world,
policymakers and institutions are recognising the need for
setting up regulations for facial recognition technology, to
ensure their ethical use and privacy rights. The frameworks
stress the significance of obtaining informed consent,
collecting less data, and being accountable while using Al
driven systems. Collaborative academicians and claimants
who bridge the research advancement with ethical and legal
standards will offer future facial recognition an effective
law enforcement tool to benefit society without harming
privacy and fairness.
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Figure 1. Al-driven facial recognition mechanism

Finding the ideal balance between accuracy, justice,
and privacy is critical to the future of facial recognition
technology. The development of highly accurate,
transparent, and privacy-preserving systems by researchers
can help to build trust and ensure the ethical application of
this technology.

A thorough assessment of the most recent
developments in Al-driven facial recognition is the goal of
this review paper, which also focuses on improved privacy
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aspects. Through analysing the problems and solutions
in this area, it is intended to help create facial recognition
systems that are morally and practically sound.

2. Literature review

Deep learning can be considered an important
part of facial recognition evolution which refers to the
use of convolutional neural network (CNN)-aided deep
learning algorithms for face feature extraction and face
identification. According to some researchers, CNN-based
facial recognition models outperform the alternatives based
on various benchmark datasets (Wang, 2021). Recent
methods investigated include transfer learning and fine-
tuning for facial recognition. The methods utilise CNN-
trained models and fine-tune the target dataset to identify
individuals. The aim of this research is to enhance the facial
recognition of CNN, through transfer learning. Federated
learning (FL) enables models for facial recognition to be
trained on edge devices while keeping the unprocessed data
on the device and sending the model update to the server for
aggregation. Federated Averaging is used in FL introducing
noise to updates and additional clients for differential
privacy (DP) and for SMPC for encrypted aggregation.
FL handles data that is not identically and independently
distributed and achieves high accuracy on the LFW data set
and also ensures that users’ sensitive data is not revealed to
the server (Yang, 2019).

Pose and illumination invariant facial recognition
allows accurate identification of individuals despite
variations in facial lighting and positioning. To overcome
this issue, a number of techniques such as 3D face models
and feature extraction techniques have been developed for
pose and illumination invariant facial recognition (Yang,
2022)

Multi-modal facial recognition approaches combine
multiple modalities, such as face, fingerprint, and iris,
to recognise individuals. Different CNN architectures
have been developed for facial recognition due to deep
learning. A multi-model approach combines multiple
biometric features to achieve a more reliable system. The
use of a multi-model strategy has been widely accepted
for multi-biometric facial recognition. Multi-task learning
is a technique that aims to enhance face privacy in facial
recognition by simultaneously studying related tasks such
as face verification and attribute prediction. Alternatively,
it can involve simultaneously learning multiple related
tasks so that common representations can be shared across
tasks, which helps to avoid learning that is over-fitted to
individual tasks’ sensitive data. Models may generalise
better, tasks’ accuracy may improve, and privacy may
be maintained through this. A frequently utilised MTL
framework in supervised learning entails a deep model
which shares, or partially shares, the feature extractor and
each has feature heads adapting to the task to optimise their
goals simultaneously (Zhang & Yang, 2021). The facial
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recognition system with privacy focus will protect personal
data, while also maintaining an accurate identification more
or less, using methods like cryptographic protocols and by
swapping data in null space which is private with public.
The advent of homomorphic encryption and differential
privacy has made it feasible to work on facial recognition
without ever exposing individual data (Pradel & Mitchell,
2021). To improve accuracy in recognition, RNN-based
facial recognition was utilised to identify temporal patterns
of facial data. Models like LSTM networks and RNNs use
sequential features of a face to enhance facial recognition
precision of dynamic closed-set classification designs
(ElGamal, 1985). FaceNet-type models learn a compact
embedding while improving facial recognition precision in
clustering and verification assignment (Schroff, 2015).

This CNN architecture “VGGFace” is a good network
for facial recognition. VGGFace is better at extracting
and recognising facial features for testing. To train a deep
convolutional network, the dataset is employed. The facial
recognition domain has seen many ResNet-based works.
The use of deep residual learning enhances the feature
representation as demonstrated by “ResNetFace”. This
aids recognition accuracy on difficult datasets (Jing et al,
2022). Adversarial training enhances the performance of
privacy-conscious facial recognition. Examples of attacks
such as FGSM or PGD introduce small changes to the
input thereby causing an error in the model. Robust training
against adversarial inputs solves this issue. This prevents
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the extraction of private data including model inversion
attacks. GANs create artificial adversarial instances, leading
to improved generalisation. The accuracy of the models on
datasets is enhanced.

3. Key contribution and novelty
3.1. Encryption-centric perspective on facial privacy

Pandemic monitoring showed that COVID-19 should
be reined in, and rolled back. The supplies of masks were
used up entirely in the pandemic. It, however, was noticed
that without a mask, people are easily recognisable just in
time through Fare Recognition. Therefore, the cat tracker
can easily aim at accomplishing this.

3.2. Unified classification framework

The survey classifies existing approaches for the
development of privacy-preserving data mining based
on the type of algorithm, level of privacy and cost of
computation, and application domain. The majority of
surveys use the learning model or application as the main
idea of classification. The suggested classification outlines
the trade-offs associated with the realistic scenario, taking
biometrics’ real-world deployment into account.

Table 1. Comparative summary of facial recognition and privacy-preserving techniques.

Category Representative Works Algorithm Type Privacy Strength Computational Cost | Application Domain
Models for Deep Facial| (Wang, 2021), (Schroff, | CNN, Metric Learning, Low Low—Medium Verification of facial,
Recognition 2015), (Jing, 2022), ResNet, RNN surveillance, and video
(Gong, 2019), (Fuad, analytics
2021), (Simonyan, 2014)
Facial Recognition (Alzu’bi, 2021), (Yin, | Deep CNN + Transfer Low Medium Forensic analysis of
That is Strong and 2019), (Becerra-Riera, Learning masked faces
Masked 2019)
Secret Key (ElGamal, 1985), PHE, FHE Very High High—Very High Encryption-based secure
Cryptography (Paillier, 1999), (Cheon, computing and inference
2017), (Brakerski, 2014),
(Van Dijk, 2010)
Encrypted Face (Gilad-Bachrach, 2016), DL +HE High High Biometric authentication
Identification (Yang, 2022), (Pradel, in the cloud
2021)
Distributed Learning | (Kairouz, 2021), (Yang, FL+DL Medium-High Medium Collaborative biometric
in Biometric Systems 2019), (McMahan, education
2017), (Li, 2020)
Differential Privacy | (Dwork,2008), (Dwork, DP + ML/DL Medium Medium Model training with
Methods 2014), (Abadi, 2016) privacy standard
Threats to Security and (Pagnin, 2017), Adversarial Defence, Medium Medium Monitoring, biometric
Their Defences (Abdullahi, 2024), Filtering safeguarding
(Goodfellow, 2014),
(Sarwar, 2019)
Surveying Datasets and| (Al-Mannai, 2024), Multimodal Analytics Low—Medium Medium Designing and
Multimodal (Becerra-Riera, 2019) Evaluating Datasets
Joint Security (Yang, 2022), (Pradel, DL+HE/FL High Medium-High Safe biometric
2021) identification
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3.3. Bridging theory and deployment feasibility

Unlike survey papers that speak about the theoretical
privacy guarantees, the focus of this paper is the feasibility
aspect. It includes the computational overhead, scalability,
and performance drop under encryption. Consequently,
this work offers guidelines and information useful for
a researcher and practitioner in designing a deployable
privacy-preserving biometric system.

3.4. Comparative analysis across privacy paradigms

The framework is comparable to other techniques for
data protection such as anonymisation and cryptography.
However, privacy mechanisms in federated learning still
have more to achieve. For instance, the utilisation design of
current techniques functioning efficiently for the uni-modal
data techniques may not work well for the multi-model
versions.

3.5. Regulatory and ethical alignment

Some of the global regulatory frameworks, with
which the existing technical methods are compliant, are
GDPR, EU AI Act, IEEE Ethical Standards, etc. It is worth
mentioning that other survey papers do not make any
linkage to regulations.

3.6. Identification of open challenges and research gaps

This article first introduces a proposed taxonomy which
will summarise the state of the art of all known approaches
for privacy-preserving machine learning on encrypted data.
A comparative analysis of these methods will be presented
that covers their differences and drawbacks. Ultimately, a
set is talked about.

4. Methodology

Over the years, the technology has evolved along with
some deep learning solutions that enhance reliability and
accuracy. In recent times, techniques have been proposed
to secure the facial recognition system, privately and
accurately. As you read through the section above, you must
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have got an understanding of the working of an Al facial
recognition system and its components. In the next lesson
of facial recognition using Al, you will understand its
components and evaluation. Al facial recognition systems
enhance accuracy and security.

4.1. Data acquisition and preprocessing

Edge devices with HD cameras and sensors collect
facial data. In order to ensure the privacy of the raw data,
a newly developed pre-processing-based adaptor method
which comprises Gaussian blurring and High Dynamic
Range image acquisition was used. This measure ensures
that only high-quality data is kept and the users' privacy
is maintained. Initially, image capturing is performed, and
then, it is pre-processed and the acquired data is enhanced.

4.2. Face detection and feature extraction

Multi-task Cascaded Convolutional Networks
(MTCNNSs) enable face detection and alignment in the
suggested pipeline. The networks assist in obtaining the
five facial landmarks, which are then changed to a standard
source axis. All the data is rendered homogenous for the
later stages that assist to improve accuracy in the end.
MTCNN architecture has three stages which are Proposal
Network (P-Net) Refine.

4.3. Mechanisms for privacy and security

User data is secured using differential privacy,
homomorphic encryption, and federated learning in
this system. Moreover, it makes use of secured model
deployment and transfer along with secure data storage to
protect sensitive data from threats. The dependability of the
system is observed and secured against new attacks.

4.4. Model training and explainability

The facial recognition model trains on a very large
collection of faces. The rate of falsely accepting a genuine
user will be low. An XAI framework has been added for
explainable prediction of the model. The EAI techniques
which we proposed generate saliency maps and visual
explanations for accountability and trust in Al systems.
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Figure 2. Workflow of Al-based facial recognition with privacy mechanisms.
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4.5. Performance evaluation and system comparison

This system’s accuracy is benchmarked against
several leading facial recognition systems used worldwide.
Detection, identification accuracy, and confidence reliability
are assessed via performance metrics like identification
accuracy, detection recall, and F1-score. The security has
been enhanced with hardened model deployment pipelines,
cryptographic securing of storage, and encrypted transport.
It has an interactive interface that provides instant feedback
on the response from the system.

5. Al-powered face identification systems

With facial recognition technologies utilising
artificial intelligence, it represents safety and privacy risks.
Homomorphic encryption, federated learning, differential
privacy, and biometric template protection enhance privacy
without sacrificing any functions of the system. Such
strategies help in keeping the information safe and preserve
the accuracy of the model. Decentralised approaches
and secure multi-party computing are used so that data
cannot be misused to further enhance the privacy of the
users. These privacy-preserving methodologies need to be
improved further in order to mitigate the public concern
and make Al more applicable to facial recognition.

Privacy Enhancing Technologies
(PET)

1
] ; Homomorphic Biomeric Template
Differential Priv ] [FederaledLeammg} [ : J S
‘ Ierental Frivacy Encryption Protection

Federated ]
Averaging

Fully Homomorphic
Encryption

Partially Homomorphic
Encryption

Figure 3. Privacy-enhancing technologies.

Noise Addition
Mechanism

5.1. Enhancing privacy with differential privacy

Differential privacy (DP) is now at the core of Al-
enabled facial recognition systems. It improves the ability
to provide high model accuracy and safeguard biometric
data. Even if outsiders have access to the output from the
systems, they will not be able to identify any individual
record. One way that this can be achieved is through a
controlled noise pattern in a dataset or type of output.
The strength of data protection and the usefulness of the
model depends on the privacy budget (g). In essence, using
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smaller epsilon leads to stronger privacy, but often more
degradation of performance. In facial recognition, security
and accuracy are two essential requirements for a balanced
system.

5.1. Noise addition mechanism

The addition of noise is a crucial procedure in
differential privacy. The aim of this technique is to add
noise to the original data such that no one can learn
anything about an individual in that database. In simple
terms, this technique would prevent the extraction of data.
The Gaussian mechanism is often used in the training or
inference of facial recognition. The Laplace mechanism is
another famous mechanism which is used along with the
Gaussian mechanism. Both of these mechanisms add noise
to the data. Thus, it will not learn anything relating to facial
recognition. However, the overall accuracy of the model
will not suffer a significant drop.

5.2. Federated learning

Federated learning (FL) is a privacy-preserving
framework that trains a machine learning model, by
transferring learning to a number of edge devices, instead
of centralising the raw data (Yang, 2019). It is important
to study the significance of FL for facial recognition.
It is possible to extract the biometric information of an
individual from their face. Consequently, data on the
local machine can be used by the user to train the model.
Consequently, FL enables the implementation of a facial
recognition model on decentralised data while ensuring
privacy. Sending the raw data from all sources to a central
server so that the model can be trained on it is called
‘centralising’. Sending out biometric information of faces
can give rise to fraud and identity theft issues with third
parties. Hence, it is important to address this privacy issue
in FR with FL. The federated learning algorithm is used to
solve this problem.

5.2.1. Federated Averaging (FedAvg)

In recent times, facial authentication frameworks
have integrated distributed machine learning schemes
called Federated Averaging (FedAvg) (McMahan, 2017).
Consequently, this enables edge devices to train localised
facial datasets by sending the model updates to the server
for aggregation to further improve the actual model which
will be sent back to the edge devices for improvement
(Kairouz, 2021). Thus, critical biometrics remain within
the device while the learning process occurs in a distributed
manner. New investigations on federated learning have
been helpful in the creation of heterogeneity in facial
recognition models (Li et al, 2020). They address uneven
data distributions as well.
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Figure 4. The lifecycle of an FL-trained model (Kairouz,
2021)

5.3. Homomorphic Encryption

Homomorphic encryption represents a cryptographic
breakthrough that enables direct computation on encrypted
data while preserving confidentiality. This paradigm-
shifting technology allows AI systems to process
encrypted facial biometrics—including feature vectors
and embeddings—while maintaining end-to-end data
protection (Van Dijk, 2010). It permits calculations using
encrypted information. It decrypts only the last outcomes,
which ensures the security of the model training as well as
inference. The scheme can assess operations on encrypted
cipher texts, ensuring the veracity of the resulting outputs
at each encoding stage. It is incorporated to implement a
facial recognition authentication system that preserves user
privacy that uses biometric information.

In general, there are two types: Fully Homomorphic
Encryption (FHE) and Partially Homomorphic Encryption
(PHE). This enables unlimited computations on cipher
texts. Fully homomorphic encryption uses a technique
called bootstrapping, which is a complex way of changing
the cipher text but keeping the underlying message. Lattice-
based cryptography has enhanced the effectiveness of fully-
homomorphic encryption. Using this method, encrypted
facial data inference can be performed via neural networks.
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encrypted version of the data without having to decrypt
it (Cheon, 2017). For example, facial recognition Al
implements personal biometric data that should be protected
in order to maintain privacy (Gilad-Bachrach, 2016). FHE
preserves the privacy and security of encrypted data since
it decryption will only occur at the final output. Moreover,
there is no limit to the number of operations possible on the
cipher text.

End User
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Figure 6. Fully Homomorphic Encryption (FHE) workflow
(Abdullahi, 2024).

5.3.2 Partially Homomorphic Encryption

Partially Homomorphic Encryption (PHE) enables
limited computations on ciphertext, restricted to either
exclusively additive or multiplicative operations (Paillier,
1999). Though offering less versatility than FHE, PHE
demonstrates superior computational efficiency, proving
effective for constrained facial recognition applications
like encrypted feature analysis (EIGamal, 1985). This
approach maintains data confidentiality during processing
while optimising performance for resource-sensitive
implementations.

Table 2. Comparison of Fully and Partially Homomorphic
Encryption.

10 15 Features |FHE (Fully Homomorphic PHE (Partially
T . .
- Encryption) Homomorphic
3 " " Encryption)
o 5 06— Operations |Supports both addition and | Supports either addition or
i . K . é i multiplication multiplication
H ot i Privacy |Stronger, all computations | Moderate, may require
e = L T on encrypted data partial decryption
oo f = Nt jwopnitn o (0381 g 1 = .k recoontion o [0.964) Efficiency |Computationally expensive, |More efficient, faster
00 02 ;::QMM ::E 08 10 00 02 p::‘ mmr?:e 08 10 Slower processing
(a) face.recognition (b) homomorphic face.recognition Use Case Secure.c.loud-based facial Real-tim.e, on-device facial
recognition recognition
Examples |BGV, CKKS, TFHE Paillier, RSA, ElGamal

Figure 5. ROC curve analysis: facial recognition vs.
homomorphic facial recognition (Yang, 2022).

5.3.1. Fully homomorphic encryption

With Fully Homomorphic Encryption (FHE), additive
and multiplication operations can be carried out on an

5.4. Privacy-preserving biometric templates

A room must meet these two criteria. First, the room
must be rectangular. Second, there must be a door. Both
of these criteria are crucial in order to ensure success in
this endeavour. After meeting both of these criteria, the
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next step is possible. In other words, the penance can be
performed. As per the penance, ‘Kreelam Kreelam’ must be
chanted 952 times. This can be with intervals of 10 days,
in a room or even outdoors. It just be remembered that the
room must meet the two aforementioned criteria.

In order to protect biometric data like facial
recognition data, techniques are used that protect access to
an individual’s biometric data from attacks and/or usage
by unauthorised users. These methods prevent the attacker
from obtaining the genuine biometric feature so that
recognition accuracy remains unaffected and the attacker is
unable to misuse it. This system utilises facial specifications
to create a template used to identify individuals. During
the process of facial recognition, the Al facial recognition
system produces biometric templates from facial data,
which are saved in a system for future comparison,
preventing the replaying of valuable biometric data and
avoiding unauthorised access or reproductions.

Biometric Template
Protection
Bmm tric Bmmetncc in
Cryplosystems Encrypted Domain

e
Biometric Irreversible Key Key Homomorphic ';_.:':"md“nﬁh;
Salting Transformation Bmdmg Generation || Encryption G;Hzpc;,cmls

& ancelahle
Biometrics

Figure 7. Biometric Template Protection Techniques
(Abdullahi, 2024).

Encryption ensures data confidentiality by securing
the storage and transmission of facial templates (Bringer,
2009) , making them inaccessible to unauthorised parties.
Cancellable biometrics transform biometric data into this
system that combines cryptographic keys and facial features
to generate the biometric template. Hence, without both
constitutive parts, the template cannot be used. All these
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techniques ensure that the template cannot be inverted and
used to construct sensitive biometric data. They also assure
compliance with privacy regulations, while maintaining
accuracy and efficiency in signing.

6. Conclusion

The growing artificial intelligence and deep learning
model development have led to facial recognition
development. In addition, some states are already utilising
them to enhance accuracy and efficiency. Yet, this
popularity brings along serious implications for privacy,
security, and ethics. This paper examines the approaches
for the development of an Al-based facial recognition
system, as well as integrating mechanisms that would
enhance the privacy of user data. The safety of sensitive
facial information without impacting performance can
be guaranteed through secure biometric representation,
decentralised model training, encrypted computing, and
privacy-preserving noise addition. Integrating mechanisms
ensures safe computations and prevents leakage. It also
helps in facilitating the transparency of the system.
This special feature was designed to help policymakers,
researchers, advocacy groups, and the public to understand
Ameca’s behaviour. Moreover, an explainable Al box
has been integrated which helps in interpretability and
accountability of facial recognition decisions. This study
consolidates various evaluation metrics, privacy-enhancing
strategies, and high-security mechanisms into a single unit
to improve and design a secure facial recognition system.
Enhancing these mechanisms, reducing Al biases, and
adopting new regulations must be the key objective for
future development in this area. We need to gain public
confidence in the use of Al-based facial recognition
technology in the real world by balancing innovation and
ethical issues.

Table 3. Performance comparison on Facial Recognition Datasets.

Method Encryption Type Dataset Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%)
Secure Feature PHE LFW 95.6 95.2 94.8 95.0
Matching
Homomorphic FHE LFW 94.8 94.5 94.1 943
Feature Comparison
Proposed Encrypted FHE LFW 96.9 96.5 96.2 96.3
Framework
Plain CNN-based CASIA-
Facial Recognition None WebFace 976 972 970 971
Secure Feature CASIA-
Matching PHE WebFace 94.2 93.8 93.5 93.6
Proposed Encrypted CASIA-
Framework FHE WebFace 96.1 95.7 95.4 95.5
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